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Version Details

This guide supports the version of the product listed, and supports all subsequent versions
until the document is replaced by a new edition. The table below contains version details for
the guide.

Version
Date Details
Number
1.0 12 These prerequisites outline the requirements for vFire 9.11.
September | There are no changes from the previous version of the software.
2018
Copyright

Copyright © Alemba Limited (or its licensors, including ©2010 - 2018 VMware, Inc). All rights reserved. This
product is protected by U.S. and international copyright and intellectual property laws. VMware products are
covered by one or more patents listed at: http://www.vmware.com/go/patents. VMware is a registered
trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions. VMware Service
Manager™ is also trademark of VMware, Inc. Alemba™, vFire™ and vFireCore™ are trademarks of Alemba
Limited (vFire Core™ is developed by Alemba Limited from VMware, Inc’s product “VMware Service Manager",
under licence from VMware, Inc). All other marks and names mentioned herein may be trademarks of their
respective companies.
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About this Guide

This guide describes the software and hardware requirements for the current version of
vFire, vFire Self Service and the vFire apps.

) This version of the guide contains instruction for the latest version of the vFire
® software. If you are running an earlier version of vFire please refer to alemba.help.

Intended Audience

This guide is written for system administrators responsible for installing vFire, vFire Self
Service, and the vFire apps.

Standards and Conventions

The following standards and conventions are used throughout the guide:

Prerequisites, including security rights and access you may need prior to
B completing the task. Prerequisites are also highlighted in a shaded box.

Information related to the current topic that may be of particular
interest/significance. Notes are also highlighted in a shaded box.

[I] Warnings. These are also highlighted in a shaded box.

Field | Fields are highlighted in bold text.
name

6 Version 1.0
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Introduction

This document describes the requirements for the current version of vFire Core, Nano, vFire
Officer & Portal, and the vFire app software, and should be read prior to installation to
ensure that your hardware, server and client requirements are met.

Minimum recommended specifications are given for each requirement. In some instances,
such as Hardware CPU and memory, you can use a higher spec than the minimum
recommended in order to increase your system's performance.

If you have any further questions regarding prerequisites, please contact the Alemba
Service Desk.

Version 1.0 7
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Web Server Requirements

This section details the hardware and operating system requirements for running the Web
Server component of vFire Core (that is, the main application). Multiple web servers can be
configured under a load-balancer; contact Alemba Support for consultation on the best
configuration for individual requirements.

We recommend that you install the database on a separate dedicated server.

Hardware Requirements

vFire Core requires a 64-bit Windows server. The web server hardware requirements for
vFire Core are listed below.

Hardware Minimum Requirement (per Recommended Requirement (per
system) system)

CPU 2 CPU Cores 4 CPU Cores

Memory |1 GB RAM 16 GB

HD 1 GB of available space 2 GB of available space

If your site has a large volume of data, you should consider using hardware with a
higher specification.

8 Version 1.0
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Operating System Requirements

Below are the minimum requirements for the operating system.

. IS Additional
Operating System . Hardware .
Version Requirements
Windows Server 2008 R2 | 1IS7.5 NET 4.5.2;
(64-bit)
4-bi .
Windows Server 2012 isg.o | O4PIt | MMC3.0o0r above;
Windows Server 2012 R2 | IS 8.5 PowerShell 5
Windows Server 2016 [1S 10.0

Upgrading Windows Server 2008 to Windows Server 2012 or 2016 is not a supported
\_ Server upgrade path. We recommend that you always create a new machine for a
change in the operating system of a server rather than upgrading.

Running vFire on Virtualized Servers

Virtual machines are supported when the guest operating system is supported by vFire Core
and the virtual machine vendor. As a minimum, you should have 2 CPUs and 16GB of RAM
on your virtual machine. Ensure that the CPUs are not over committed.

§ Your virtual directory must be configured correctly to ensure smooth upgrade of
® NET to 4.5.2. See the Installation and Upgrade Guide for more details.

Version 1.0 9
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PowerShell Requirements
You must be running PowerShell 5.0 or above on the web server.
If PowerShell is already installed on your server, you can identify which version you are
running by starting a PowerShell session (key PowerShell into your search bar and select the

app), and then typing Get-Host at the command prompt. The version number will be
displayed along with the rest of the app information.

e-43ed-8 2 _
ement. Automation. rnal.Host. InternalHostUserInterface

ColorProxy

tem.Management. Automation. Runspaces. LocalRunspace

To upgrade to, or install version 5, you will need to install the Windows Management
Framework (WMF) 5.0 or higher. You can identify and download the package you require for
your OS platform here - https://msdn.microsoft.com/en-
us/powershell/wmf/5.0/requirements.

Additional Requirements

The web server must include Internet Explorer 11 or above.

Although this version of Internet Explorer is not supported by Microsoft for Windows
\_ Server 2012, it can be downloaded and installed with only limited impairments to
functionality.

Install all language packs associated with the non-English characters used by Analysts at
sites that use Unicode databases. This enables the indexing service on the web server to
perform indexing correctly.

10 Version 1.0
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Web Server FAQs

9> What are the web server prerequisites for setting up production and test
* environments for vFire Core?

You should install the production environment on its own web server or
virtual machine and install the test environment on other servers. When
testing an upgrade of vFire Core, a separate test environment will ensure the

integrity of any customizations that have been applied in the production
environment.

What are the web server prerequisites for vFire Core to support POP3/IMAP/SMTP
* over SSL?

The web server should be able to communicate with the POP3/IMAP/SMTP
server.

? How should the web server be optimized?

Alemba recommends optimizing the web server for background service
performance.

Version 1.0 11
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Database Server Requirements

This section details the requirements for running the database component of the current
release of vFire Core.

We recommend that you install vFire Core on a separate server to the database
server.

Hardware Requirements

Your database vendor’s documentation should provide the minimum recommended
hardware configuration required for the database version you intend to deploy.

12 Version 1.0
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O
Database Engine Requirements
vFire Core supports the following database engines.
\, Also see SQL Server Requirements on page 13.
9.20(9.21/9.22(9.23(9.3|9.4(9.5[9.6|9.7|9.8|9.9|9.10
sQL Server 2008 YL Y Y Y Y Yy e
SP1, 2008 R2 (32 or
64 bit)
saLServer 2012 (64| ' | Y | Y | Y Y pY Y Y Y Y R Y Y
bit)
saLServer2014 (4| Y | Y [ Y Y Y Y Y Y Y Y Y Y
bit)
saL server 2016 (64| N | N | NP N ENCEN YR Y Y Y Y Y
bit)

! * SQL Server 2008 is not supported if you are using the Alemba APl and/or Rapid Start.

vFire Core does not support SQL Server Express editions.

SQL Server Requirements

SQL Server 2008 requires Full-Text Search to be enabled in the Feature Selection section.

SQL Server 2012, 2014 and 2016 and above require the Full-Text and Semantic Extractions

for Search feature to be enabled.

Database Account Requirements

The database login account that is used for vFire during normal system operation and

system upgrades must:

o be a member of the db_owner group

e be granted VIEW DATABASE STATE permission for the vFire database

Version 1.0 13
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o
e be granted VIEW DEFINITION permission for the vFire database

o have VIEW SERVER STATE permission on the master database

e have permission to execute xp_regread on the master database

When DB NT Auth is selected in the Database tab of the system properties in Server
Console, you must ensure the account "NT AUTHORITY\SYSTEM" has been granted db_
owner permissions to the database and sysadmin permissions to the database server
before running the Upgrade MSI. The MSI connects to the database using that account
and therefore it must have these permissions for the upgrade to complete
successfully.

VIEW DATABASE STATE and VIEW SERVER STATE are needed by the Statistics Tool,
and by the Alemba API to read from dm_db_index_usage_stats to synchronize the
cache between APl instances, vFire Core, and anything else which might use the
database.

The permission to execute xp_regread is needed so the API services can read the
\, HKLM\SYSTEM\CurrentControlSet\Control\TimeZonelnformation reg key from SQL
Server.

You can use the script below to create the account and apply the relevant permissions. The
comments indicate the commands that are executed at each stage of the script, so you may
choose to use only part of the script, if you are working with existing logins.

--create the vFireLogin login

CREATE LOGIN vFireLogin WITH PASSWORD = "password'

GO

Use vFireDb;

GO

[F NOT EXISTS (SELECT * FROM sys.database principals WHERE name = N'vFireUser')
BEGIN

--create a user in vFireDb for the vFireLogin login

CREATE USER vFireUser FOR LOGIN vFireLogin

--make the user a member of the db_owner group

EXEC sp_addrolemember N'db_owner', N'vFireUser'

END;

GO

--grant the user minimum permissions for the vFireDb database
GRANT VIEW DATABASE STATE TO vFireUser;

GRANT VIEW DEFINITION TO vFireUser

USE master;

14 Version 1.0
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GO

[F NOT EXISTS (SELECT * FROM sys.database principals WHERE name = N'vFireUser")
BEGIN

--create a user in master for the vFireLogin login

CREATE USER vFireUser FOR LOGIN vFireLogin

END

--grant the vFireLogin login minimum permissions for the master database
GRANT VIEW SERVER STATE TO vFirelLogin

--grant the vFireUser user minimum permissions for the master database
GRANT EXEC ON master.dbo.xp regread TO vFireUser

GO

Network Location

The network location of the database server to the vFire Core server will have an impact on
performance. Network switching and firewall configurations need to be considered in the
design of the system.

Database Testing for Resource Manager

If you are upgrading from an earlier version of vFire to 9.10, you should run the
DatabaseChecker.exe file, as described in the Upgrade guide, prior to running Resource
Manager. This checks that your database has all of the query tables necessary to run
Resource Manager successfully. For more details, see Running the vFire Patch Tool.

Version 1.0 15
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Client Requirements

This section details the client requirements for the current release of vFire Core.

vFire Core

The current release of vFire Core is supported on Microsoft Windows clients with the
following browser and operating system combinations.

Internet Explorer 32-bit and 64-bit browsers are supported. By default, vFire Core runs in 32-
bit mode in Internet Explorer. The 64-bit client is available as a separate installer, but is not

automatically deployed.

Windows Vista | Windows 7 | Windows 8.1 | Windows 10
Internet Explorer 9 Y* N N N
Internet Explorer 11 N Y Y Y

* Microsoft documents that extended support for Vista ends in April 2017.

We advise that you ensure that you have installed all critical browser updates to ensure
smooth operation.

¢ Designer is not compatible with Vista and Internet Explorer 9. A known limitation with
® VFire Core and Vista/IE9 prevents screens rendering correctly in Designer.

ActiveX Support

The current release of vFire Core client requires permission to download and execute signed
ActiveX controls. If this is not feasible, you can install the ActiveX controls using the available
MSI package.

You need to configure browser settings for vFire Core (internet and intranet) to download
ActiveX controls. Follow these steps.
1. In Internet Explorer, go to the Tools menu and select Internet Options.

2. Inthe Security tab, highlight the Internet or Local Intranet security level icons,
depending on where the web server is located.

3. Click on the Custom Level button. The Security Settings window is displayed.

4. Select the option to enable or prompt for Download Signed ActiveX controls.

Version 1.0
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vFire Core signs its controls so that they are regarded as trusted controls. This should

\_ not affect the majority of sites, as most people will not have modified their default

settings.

vFire Self Service

The current release of vFire Self Service is supported on the following browser and
operating system combinations.

Windows Vista | Windows 7 | Windows 8.1 | Windows 10 | Mac
Internet Explorer 9 Y N N N N
Internet Explorer 11 N Y Y Y N
Windows Edge N N N Y N
Firefox Y Y Y Y Y
Chrome Y Y Y Y Y
Safari N N N N Y

Minimum Supported Browser Versions

This list describes the minimum supported browser versions for the vFire Self Service portal.

All versions above the ones listed are supported.

o Internet Explorer 9 (as per table above)

e Chrome version 47.0.2526

o Firefox version 43.0.3

o Safari version 11.0

Chrome and Firefox use the 'always up to date' model of frequent background
updates which regularly increases their version numbers.

Microsoft browsers are excluded from this list as only the versions specified above are

supported.

Version 1.0
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Nano

Minimum Supported Browser Versions

This list describes the minimum supported browser versions for Nano on Windows 7, 8.1 and
10, and Mac. All versions above the ones listed are supported.

o Internet Explorer 11.0.9600.17031

e Chrome version 47.0.2526

o Firefox version 43.0.3

o Safariversion 11.0

Chrome and Firefox use the 'always up to date' model of frequent background updates
~ which regularly increases their version numbers.

vFire Universal Access Appliance

We support all browsers on Windows 7, 8.1 and 10.

For on-premise installations (non-cloud), you will need the following:

o Windows 2012 R2 Server: The server needs approximately 5.2 GHz (2vCPU), 8GB
RAM per 10 — 20 users. If the appliance is installed in a virtual environment, the VM
must have access to the full allocation of resources (vCPU & RAM). It cannot be
overcommitted.

e The vFire Application URL (setup in DNS)
o The VUA appliance URL (setup in DNS pointing to the vUA appliance)

o If SSL certificates are setup on the vFire Application server, the name of the
certificate needs to be typed into the VUA appliance at install.

o If a test system is required on the vUA appliance, it will require a separate appliance
to be installed.

vFire Officer and Portal

Microsoft Silverlight is required to run vFire Officer and Portal. Microsoft Silverlight can be
downloaded from the Microsoft Silverlight web page. There is a list of compatible operating
systems and browsers in the System Requirements tab. Officer and Portal can be run on all
operating systems and browsers which are supported by Microsoft.

Silverlight is supported on the following browsers.

18 Version 1.0
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Internet Explorer | Safari | Firefox | Chrome
PC Y N Y N
Mac N Y Y N
Version 1.0 19
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Client Prerequisites for Microsoft Office Integration

vFire Core is integrated with a number of Microsoft Office applications such as Word, Excel
and Project. The client machine must have Office 2007 or above installed.

) Microsoft Office 2016 is not currently certified against any of our products, and you
®* may encounter problems when using spellcheck and other features.

Local Screen Resolution

Analysts using vFire Core should configure their screen resolution to a minimum screen
resolution height of 700 to ensure that users can access the scroll bar in submenus in the
new vFire Menu display.

This should not require adjustment of most standard and recommended settings. You are
advised to view the menu to determine whether changes are needed before adjusting any
settings.

20 Version 1.0
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Email Server Requirements

The following email server types are supported by vFire Core.

365

9.20(9.21(9.2.2|9.23|93(94(95|9.6(9.7(9.8(9.9|9.10
Exchange | Y Y Y Y Y IY |[Y |Y Y| Y |Y Y
2010
Exchange | Y Y Y Y Y IY | Y |Y Y| Y |Y Y
2013
Exchange | N N N N N |Y [Y |Y Y |Y Y Y

Email Protocols

This release supports email protocols of:

Incoming Email: POP3, IMAP and MAPI

Outgoing Email: SMTP, MAPI

.

Version 1.0
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Configuring the Server

" Before you start

Before doing an installation, check that your server and client machines meet all the
prerequisites for web server deployment, database server requirements and client

requirements.

! Oracle databases are not supported for vFire 9.9 and above.
To configure Windows Server 2016 for vFire Core, follow the instructions in this section.

If you are using Server 2012, follow the instructions in Configuring the Server in Windows
Server 2012 in the Online Help.

If you are using Server 2008, follow the instructions in Adding ASP.NET to Windows 2008 in
the Online Help.

1. Go to the Server Manager application, select Dashboard, and select the Add roles and

features link.

Server Manager * Dashboard

22 Version 1.0
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2. This brings up the Add Roles and Features Wizard which opens on the Before You
begin window. Read this page carefully and ensure that you have completed the tasks
listed.

= Add Roles and Features Wizard — [m] X

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your arganization, such as sharing documents, or
hosting a website.

Before You Begil

Installation

Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Install

3. Select Next to continue.

4. On the Select installation type window, select Role-based or feature-based
installation.

= Add Roles and Features Wizard — [m] X

DESTINATION SERVER

Select installation type

Select the installation type. You can install roles and features on & running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install

5. Select Next to continue.

Version 1.0 23
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6. On the Select destination server window, select the server that you will be using.

Before You Begin

Installation Type

ele
Server Roles

Featuras

= Add Roles and Features Wizard

Select destination server

- a x

DESTINATION SERVER

Select a server or a virtual hard disk on which to install roles and features.

(®) Selact a server from the server pool

O Select a virtual hard disk

Server Pool

Filter: |

Name IP Address

Operating System

= = Microsoft Windows Server 2016 Standard

1 Computerls) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Install

7. Select Next to continue.

8. In the Select server roles window, select Web Server (l1S).

Before You Begin
Installation Type

Server Selection

Features

& Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Roles

[Blctive Directory Certificate Service:
[] Active Directory Domain Services
[ Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[} DHCP Server
[] DNS Server
[] Fax Server
I [W] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[ Hyper-v
[] MultiPoint Services
[ Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[ Remote Desktop Services
[1 n Services

[ ] Windows Deployment Services
[[] Windows Server Essentials Experience
[[] Windows Server Update Services

- [m] X

DESTINATION SERVER

Description

Active Directory Certificate Services
{AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

Install Cancel

24
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9. The Add features window is displayed.

fis Add Roles and Features Wizard

Select server roles

Server Roles

- [m] >

DESTINATION SERVER

F Add Roles and Features Wizard

Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (lIS)

4 Management Tools
[Tools] 1IS Management Console

Include management tools (if applicable)

* xX

provides a reliable,
H scalable Web
structure.

Windows Server Update Services

Install

Cancel

10.
window.

11.
12.

Select Next to continue.

Press Add Features. The window and you are returned to the Select server roles

In the Select Features window, ensure all the following options are selected.

When the option HTTP Activation is selected (under sections .NET Framework

|

window.

. 3.5 Features and WCF Services), the Add Features window appears. Press Add
Features. The window closes and you are returned to the Select Features

= Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Web Server Role (IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features Description

4 .NET Framework 3.5 Features -
\NET Framework 3.5 (includes .NET 2.0 and 3.0}
HTTP Activation

Windows PowerShell enables you to
automate local and remote Windows.
administration. This task-based

- a X

DESTINATION SERVER

Non-HTTP Activation
4 [W] INET Framework 4.6 Features (2 of 7 installed)
| NET Framework 4.6 (Installed)
ASP.NET 4.6
4 [m] WCF Services (1 of 5 installed)
HTTP Activation
[ Message Queuing (MSMQ) Activation
[ Named Pipe Activation
TCP Activation
| TCP Port Sharing (Installed)

[ Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption

[ BitLocker Network Unlock

[] BranchCache

[ Cient for NFS

[] Containers

[[] Data Center Bridging

[ Direct Play

command-line shell and scripting
language is built on the

Microsoft NET Framework. It
includes hundreds of built-in
commands and lets you write and
distribute your own cammands and
scripts.

Install

Cancel

13. Select Next to continue.

Version 1.0
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14. The Web Server Role (IIS) window is displayed, giving information about the web

server.

\_- You may not see this window if you are upgrading.

[ Add Roles and Features Wizard

Web Server Role (IIS)

Server Roles

Confirmation

More information about Web Server 1S

- [m] x

DESTINATION SERVER

Before You Begin Web servers are computers that let you share information over the Internet, or through intranets and

° extranets. The Web Server role includes Intemet Information Services (lIS) 10.0 with enhanced security,
Installation Typz diagnostic and administration, a unified Web platform that integrates IS 10.0, ASP.NET, and Windows
Server Selection Communication Foundation.

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
o Yy errors), monitar and log server activity, and configure static content compression.

15. Select Next to continue.

26
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16. On the Select role services window, ensure that all the following options are selected.

= Add Roles and Features Wizard

Select role services

4 Web Server

Server Roles 4 [¥] Common HTTP Features
- Default Document
Directory Browsing
HTTP Errors

Static Content

= HTTP Redirection
Confirmation ] WebDAV Publishing
4[] Health and Diagnostics
HTTP Logging
] Custom Logging

Before You Begin Select the role services to install for Web Server (lIS)
Installation Type Role services
Server Sele

- a x

DESTINATION SERVER

Description

1IS Management Scripts and Tools
provide infrastructure to
programmatically manage an 115 10
Web server by using commands in a
command window or by running
scripts. You can use these tools
when you want to automate
commands in batch files or when
you do not want to incur the
overhead of managing IIS by using
the user interface.

Logging Tools
[] ODEBC Logging
Request Monitor
[ Tracing
4 [¥] Performance
Static Content Compression
[] Dynamic Content Compression
4 [¥] Security
Request Filtering
Basic Authentication

[[] Centralized SSL Certificate Support
Client Certificate Mapping Authentication
igest Authentication
IS Client Certificate Mapping Authentication
IP and Domain Restrictions
URL Authorization
Windows Authentication
4 Application Development
.NET Extensibility 3.5
.NET Extensibility 4.6
Application Initialization

ASP
ASPNET25
ASPNET46
O cal
ISAP| Extensiens
ISAPI Filters
[ Server Side Includes
WebSocket Protocol
4[] FTP Server
[] FTP Service
[] FTP Extensibility
4 [¥] Management Tools
1S Management Consale

[] Management Service

© [ 115 6 Management Compatibili
i1 Management Scripts and Tools

vFire Core provides its own Dynamic Content Compression, which tests indicate
performs slightly better than IIS Dynamic Content Compression. Disabling IS

Dynamic Content Compression is a viable option but not required.
)\~ Dynamic Content Compression is automatically enabled in IIS. When disabled,

the Web Server (IIS) Support Role is also disabled, therefore, it is recommended
you review the Role Services enabled by the Web Server (IIS) Support Role and

manually re-enable those required for your environment.

17. Select Next to continue.
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18. In the Confirm installation selections window, confirm that you have the following
selected.

[ Add Roles and Features Wizard - ] X

DESTINATION SERVER

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, click Install.

nstallation Ty \estart the destination server automatically if requires
Installation Ty, Restart the destinati tomatically if required

server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selactad automatically. If you do not want to install these optional features, click Previous to clear
Seivai(Rokes their check boxes.
Features
NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

Web Server Role (IIS)
Role Services
. HTTP Activation
NET Framework 4.6 Features
ASP.NET 4.6
WCF Services
HTTP Activation
TCP Activation
Web Server (IIS)
Management Tools
115 Management Console
1IS Management Scripts and Tools
Web Server
Application Development
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 46
ISAPI Extensions.
ISAPI Filters
NET Extensibility 3.5
NET Extensibility 4.6
‘WebSocket Protocol
Commen HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
Health and Diagnostics
HTTP Logging
Logging Tools
Request Monitor
Performance
Static Content Compression
Security
Basic Authentication
IIS Client Certificate Mapping Authentication
Client Certificate Mapping Authentication
Digest Authentication
Request Filtering
IP and Domain Restricticns
URL Authorization

Windows Authentication

Windows Process Activation Service
Configuration APls
NET Environment 3.5
Process Model

Export configuration settings
Specify an alternate source path

< Previous. Next > Install Cancel

19. Select Install when you are ready to proceed. When installation is complete, the
results window displays all roles, role services and features which have been installed.

20. Select Close to close the wizard. The configuration is complete.
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What's Next

Once the configuration has been completed, the following components need to be installed:

o Microsoft .NET Framework v4.5.2 (offline installer - click here to download)

o Windows Management Framework 5.1 for Windows Server 2012 R2 (MSU file - click
here to download)

The Full-Text and Semantic Extractions for Search is required for the Suggested Knowledge
and Matching Panel features in v9.8. To install the feature on the SQL Server Database

platform, you need access to the SQL Server Installer MSI. Installation instructions (via MS
TechNet) are available via the following links:

« Install and Configure Semantic Search (SQL Server 2012)
« Install and Configure Semantic Search (SQL Server 2014)
« Install and Configure Semantic Search (SQL Server 2016 and later)

You also need to enable the feature within the system.
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User Directory Servers

The following directory servers are supported by vFire Core.

Directory Server

Version

Microsoft Active Directory

2008

Microsoft Active Directory

2012

Novell eDirectory

Sun Java System Directory
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vFire Officer App Prerequisites

Ensure that your system meets the following prerequisites before configuring your
environment for the vFire Officer app.

o You need to be using vFire Core 9.2.2 or above (server version)

e Your mobile device must be able to navigate to the vFire HTML pages delivered via
[IS web services. This may require you to configure your firewall.

e You must have a valid vFire login account, and be flagged as an Analyst.

o Ensure that your authentication is correctly configured for the app. See the
documentation on Authentication in the online help for more details.

e You must know your system name and URL to configure the settings when you first
use the app. Your system administrator will provide these.

Supported Versions

The app is supported on the following iOS and Android mobile operating systems:

o Windows Phone 8.1
e i0OS versions 7 or higher

e Android versions 4.3 or higher
It has been tested on the following devices. (Other devices are also supported.)

iPhone 5
iPhone 6

Samsung Galaxy S3

Sony Xperia Z3
e HTC One
Compatibility Statement

Currently, the app is only available in English, and for the mobile phone types and platforms
specified. We do not support other tablets or devices in this release.
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vFire App Prerequisites

The vFire app is designed for users to log calls, and view their calls, approvals, order and
assets. Before users can install the app on their mobile devices, you need to ensure that your
system meets the following prerequisites, and configure your environment.

e The app uses the Alemba API, which is installed by default when you install/upgrade
to 9.7 or above. The Alemba APl and the Alemba.web services must be running on
the relevant server.

e You must be using vFire Core 9.10.1 or above (server version). If you are running a
lower version of vFire Core, users may experience issues.

o The mobile device must be able to navigate to the vFire HTML pages delivered via IS
web services. This may require you to configure your firewall.

o Ensure that your authentication is correctly configured for the app. See the
documentation on Authentication in the online help for more details.

o Users must have a valid vFire login account, and be flagged as a User and/or Analyst.

e Users must know their system name and URL to configure the settings when they first
use the app, or change device.

e The appis currently available on Windows 8.1 and 10; iOS version 11; and Android
version 6.0.1 phones or higher.

Tested Platforms

The app has been tested on the following devices. (Other devices are also supported.)

o HP Elite X3 running Windows 10 Mobile
e iPhone 6+ running i0S 11.2.6

e Samsung Galaxy S5 running Android version 6.0.1

Compatibility Statement

Currently, the app is only available in English, and for the mobile phone types and platforms
specified. We do not support other tablets or devices in this release. If in doubt, please
assume that the prerequisites outlined above are accurate.
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Prerequisites Checklist

The recommended requirements for the new vFire system are as summarized below. If you
have any queries or require further information, consult the relevant sections in the
Prerequisites, Install and Upgrade documentation.
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0,0
o
Element Requirement Check?
Application Operating System:
Server
Operatin; 1S Additional
P 8 i Hardware )
System Version Requirements
Windows [IS7.5
Server 2008 R2
(64-bit) NET 4.5.2;
Windows [IS 8.0 64-bit MMC 3.0 or above;
Server 2012
PowerShell 5
Windows IIS 8.5
Server 2012 R2
Windows [1S 10.0
Server 2016
Hardware Requirements (minimum/recommended):
Mini
'|n|mum Recommended
Hardware Requirement (per .
Requirement (per system)
system)
CPU 2 CPU Cores 4 CPU Cores
Memory |1 GB RAM 16 GB
HD 1 GB of available 2 GB of available space
space
Roles/Features:
Please see Configuring the Server in the Prerequisites Guide.
Additional Requirements:
e .NET 4.5.2
e Windows Management Framework v5.1
34 Version 1.0
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e SQL Server 2008

! This is not supported if you are using the Alemba API.

e SQL Servers 2012, 2014, 2016 (all 64-bit)
Minimum Hardware Requirements:

e Your database vendor’s documentation should provide the
minimum recommended hardware configuration
required for the database version you intend to deploy.

e Itis recommended that you install vFire Core on a
separate server to the database server.

Additional Requirements:

o You must enable the Full-Text and Semantic Extractions
for Search feature needs as it is required for the
Suggested Knowledge and Matching Panel features
introduced in v9.8

Element Requirement Check?
Database Minimum Supported Versions:
Server

Database
Account

Ensure that the Database Account has the required permissions:

Permissions | The database login account that is used for vFire during normal
system operation and system upgrades must:

o be a member of the db_owner group

e be granted VIEW DATABASE STATE permission for the
vFire database

o be granted VIEW DEFINITION permission for the vFire
database

o have VIEW SERVER STATE permission on the master
database

o have permission to execute xp_regread on the master
database

See page 13 for more details on how to do this.
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Element Requirement Check?

Exchange Minimum Supported Versions:

Server

e Exchange 2010
e Exchange 2013
e Exchange 365

Email Protocols
e Incoming Email: POP3, IMAP and MAPI
e Qutgoing Email: SMTP, MAPI
While the MAPI protocol is supported, it is not
recommended due to the severe constraints its design
places upon the flexibility of the email functionality in
vFire.

Networking The network location of the database server to the vFire Core
server will have an impact on performance. Network switching
and firewall configurations need to be considered in the design
of the system, and are fully the responsibility of your
infrastructure team. Alemba can only provide very limited
guidance in this area, but can recommend third-party
consultants to provide specialist advice.

VFire Core Minimum Supported Browsers:

Client

e Internet Explorer 11
(Internet Explorer 9 is supported with Windows
" Vista, with limitations)
Required Add-On for installations not using vUA:
 VFire ActiveX Controls (downloadable from application
site or via MSI package)
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Element

Requirement

Check?

vFire Self
Service Client

Minimum Supported Browsers for Windows 7, 8.1, 10 desktops:

e Internet Explorer 11.0.9600.17031
o Firefox version 43.0.3

e Chrome version 47.0.2526
Minimum Supported Browsers for Mac desktops:

o Safari version 11.0

Nano Client

Minimum Supported Browsers for Windows 7, 8.1, 10 desktops:

o Internet Explorer 11.0.9600.17031
o Firefox version 43.0.3

e Chrome version 47.0.2526
Minimum Supported Browsers for Mac desktops:

o Safari version 11.0

Active
Directory
Connectors

Minimum Supported Versions of Active Directory:

o Microsoft Active Directory 2008
e Microsoft Active Directory 2012

Minimum Supported Versions of PowerShell
o PowerShell v5.0

Multiple other connectors are also supported. See the Connector
Matrix for more details.
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Element Requirement Check?
Infrastructure | The following is an example of the infrastructure relationships of
Map a standard implementation of vFire Core.

Integrated With Integrated With
CIRR I p—
vFire Production wFire LDAP AD Active Directory
Server Connector Domain
Co{l;;;;hgg)to Conn:_cbsdTo
A
° vFireiProd - M5 Exchange Server
Datalbase
Located On
(Impacts)
SQL Server DB
Inst?nce
Located On
(Impacts)
° SOL Server
App Server
This diagram could differ significantly, depending on your
{_.. internal infrastructure requirements and datacenter
landscape.
Database If you are upgrading to 9.10 from an earlier version of the
Checker software, you should run the DatabaseChecker.exe file, as
described in Running the vFire Patch Tool, to ensure that there
are no corruptions in your database that may affect successful
running of Resource Manager.
Version 1.0
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Further Information

Product Information and Online Support

For information about Alemba products, licensing and services, visit www.alemba.com.
For release notes and software updates, go to www.alemba.help.

Up-to-date product documentation, training materials and videos can be found at
www.alemba.help/help.

$_ You may need to register to access some of these details.

Technical Support

For technical support, please visit: www.alemba.com and select the vfire support link. You
will need to log in to the alemba self service portal to contact the Alemba Service Desk.
Comments and Feedback

If you have any comments or feedback on this documentation, submit it to
info@alembagroup.com.
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